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Generative artificial intelligence (AI) and synthetic media are transforming the modern information 

landscape by facilitating the creation and dissemination of text, audio, images and video that are highly 
realistic and can be created and reproduced at a rapid pace. Deepfakes" – sound and video recordings, or 

multimodal content, created or manipulated using AI to represent real people, events, or authentic statements 

– are among these developments and pose specific challenges to international politics, as they can create the 
illusion of real evidence and actual representation. Misinformation can be false or misleading information 

disseminated without necessarily intending to mislead, whereas disinformation involves deliberate attempts 

at misleading, malinformation uses real information used in a harmful way and deepfakes involve the use of 
synthetic media which could be part of a wider computational propaganda and AI-driven political 

manipulation. The focus of this work is on the impact of these technologies on the nature of diplomacy, 

elections and international security, as well as on political legitimacy, public trust and the stability of 
information ecosystems. Using an interpretivist qualitative research approach, the study uses qualitative 

document analysis and thematic analysis of academic literature, policy documents, documented political 

cases, institutional reports and other authoritative documents. Themes emerging from the analysis include 
interrelated issues related to the breakdown of epistemic trust, the increasing speed and personalisation of 

political influence, the use of uncertainty strategically and the challenge of verifying disputed digital content. 

Synthetic depictions of political leaders can add to official communication misunderstanding, exacerbate 
misperceptions, make it harder to signal crises and create more space for foreign interference. In electoral 

contexts, AI can be used to enhance impersonation, voter manipulation and reputational attacks, and to create 

coordinated disinformation and undermine confidence in electoral institutions and outcomes (International 
IDEA, 2024). Deepfakes can be used in international security as tools for psychological operations, 

information warfare, and strategic deception, especially in times of geopolitical tension. The impact of their 

work is unpredictable and not pre-determined, however; it is influenced by political polarisation, views of 
the audience, institutional capacity, the media environment, the platform architecture, and the acceptance of 

information sources. The study adds to the fields of international relations and political communication 

scholarship because conceptually, the study does not view deepfakes as simply a technology but as tools that 

can shift the environment in which political actors process evidence, build credibility and act collectively. 
These results suggest that the detection tools are not enough to achieve effective responses; they need 

international collaboration, institutional resilience, media and AI literacy, transparent governance of 

platforms, verification and provenance tools, and responsible governance of AI to safeguard information 
integrity without stifling legitimate political expression. The study thus calls for a multi-dimensional 

governance structure that seeks to tackle the technological production of synthetic content and the political 

context in which it is produced. The research focuses on what is known as the “liar's dividend,” or how 
synthetic media can help recordings to be dismissed as fake, thereby reducing accountability and leading to 

ambiguity (Chesney & Citron, 2019). This refocuses attention from detecting falsehoods to supporting 

processes for establishing authenticity. It places standards upon the states, authorities, journalists, platforms, 
civil society, and institutions in relation to maintaining expression. Information integrity must be considered 

a cross-national issue. 
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Introduction 

Generative artificial intelligence (AI) is reshaping the modern global information landscape. Technological and economic access 
barriers to persuasive digital content have significantly decreased due to advances in machine learning, automated content 
generation, synthetic media and platform-based communication. The landscape of political communication is thus changing in 
a context of images, voices, videos, and statements that can be created and manipulated at unprecedented speed and scale. This 
is an opportunity for communication and participation but also challenges some assumptions regarding authenticity, evidence, 
and credibility. This increasing visibility of generative AI, in turn, is a new political phenomenon and not only a technological 

evolution that will have impact on democratic governance, international relations, and security (Bennett & Livingston, 2018; 
UNESCO, 2023). 

In this evolving landscape, the deepfake is a very prominent synthetic media type. Deepfakes are AI tech tools that can create 
or alter AV material, allowing people to sound or look like they are saying or doing things that they never actually did. The 
political relevance of their work comes from their ability to mimic familiar faces and familiar events, and to make use of the 
trustworthiness traditionally accorded to visual and auditory evidence. It has been proven that fake media can make it more 
difficult for viewers to tell real media from fake media (Vaccari & Chadwick, 2020) and that their persuasive impacts differ 
depending on the media context, political views, characteristics of the media message, and the sensitivity of the audience. The 

central political question, in other words, is not only if a specific deepfake can fool an audience, but also if the growing ease of 
creating believable synthetic content changes the political environment in which political actors gain credibility and build trust. 

Deepfakes also differ from other types of information disorder. While misinformation is the spread of false or misleading 
information without necessarily being done with the intent to deceive, disinformation is the strategic production or 
dissemination of false or misleading information. Malinformation is the use of authentic information for harmful purposes, and 
synthetic media is more generically the creation of and manipulation with authentic information. Deepfakes can be used in the 
context of disinformation and computational propaganda, influence operations, or political manipulation, but it is important 

not to conflate these terms with the Deepfakes. The concept difference is crucial because the potential for political impact is not 
just a product of the technical nature of synthetic content, but also of the institutional settings and the networks, audiences and 
intentions in which it moves. 

Deepfakes are significant not just on a domestic scale but on an international scale as well. In the context of elections, political 
videos that are manipulated can enable voter manipulation, reputational attacks, impersonation and coordinated influence 
efforts, thereby impacting the confidence in candidates and electoral institutions. However, it would be analytically challenging 
to take the view that all deep fakes effect voting behavior or electoral outcomes. Previous studies indicate that it is not automatic; 

instead, audiences' interpretations of manipulated information are affected by political polarization, pre-existing beliefs, the 
credibility of the source and the type of media environment (Vaccari & Chadwick, 2020). What may be a more basic question, 
however, is the steady loss of faith in the informational basis of democratic decision making. The doubts of citizens about the 
authenticity and legitimacy of political evidence can increasingly make political disagreement and dispute over the actual fact 
of the events happen at the same time. 

This is a very serious issue for diplomacy and international security. The ability to send credible signals, verify statements and 
interpret the politics in time are crucial to the diplomatic process. A phony recording of a political leader, military commander 

or government body might add to the confusion in a sensitive crisis, making diplomatic signaling more challenging and 
introducing more opportunities for strategic deception. State and non-state actors could also use deepfakes to shape perceptions 
beyond borders as a tool in information warfare and foreign influence operations. But the potential for security of such 
technologies ought to be seen as a strategic possibility and institutional vulnerability, not as an inevitability when synthetic 
media is created. The effects will probably vary based on verification capacities, political ties, media infrastructure, and the 
stability of institutions where crisis communication and public information is handled. 

One of the relevant aspects of this challenge is epistemic uncertainty. Deepfakes are not only a way to add false representations 
to the information landscape, but can also erode trust in representations. This is linked to the notion of the “liar's dividend,” in 

which those who are being accused of misconduct can call into question any truthful evidence because audiences are becoming 
aware that they can be fabricated (Chesney & Citron, 2019). This creates an asymmetric problem which is: society has to cater 
for the case where they find themselves believing a fabricated fact, but also the case where they find themselves disbelieving a 
true fact. This uncertainty can have a positive effect on those political players who want to get away with it, and can undermine 
the evidentiary basis of journalism, diplomacy, democratic controls, and international crisis management. 

While there has been significant scholarship on misinformation, computational propaganda, synthetic media, and deepfakes, 
there is still a critical conceptual gap. While there are some valuable insights to be taken from existing research, these aspects 

are often studied in isolation and do not always connect explicitly to electoral manipulation or the public's reactions to 
misleading information.The strands of existing research have yielded valuable insights into electoral manipulation, public 
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reactions to deceptive media, platform governance, foreign influence, and information warfare but these have not always been 
connected directly to electoral manipulation or to public reactions to misleading information. However, the study of deepfakes' 
relationship with domestic political communication and transnational influence operations and international security dynamics 

has been neglected. This research study aims to fill that void and explores deepfakes as a multi-faceted political phenomenon 
and its implications in terms of technology, institutions, political actors, audiences, and information environments. 

This is a qualitative study that asks the question: In what ways are deepfakes changing the face of political communication and 
power dynamics in modern international politics? What impact do deepfakes have on citizens' trust in politicians, electoral 
integrity and democratic legitimacy? How might be the challenges of diplomatic communication, crisis signaling and 
international security be complicated by synthetic media? What are the ways in which state and non-state actors have or might 
be using/deploying deepfakes in the context of broader disinformation and influence operations? Lastly, how might forms of 

institutional and international governance be used as a mechanism to build resilience to the political manipulation of AI, while 
simultaneously safeguarding political expression? 

The study uses a qualitative interpretivist paradigm and qualitative document analysis and thematic analysis methods are used 
to analyze the relevant academic literature, policy documents, institutional documents, and documented cases of politics. It 
conveys the importance of tying together discussions often siloed in IR, political communication, democratic governance, 
election security, diplomacy studies and AI governance. The study is not only about the technical problem of the detection of 
deepfakes, but also about the evolving political information landscape, in which credibility, authenticity and political 

communication are increasingly called into question. The article thus is a contribution to a more holistic understanding of the 
potential of synthetic media on political legitimacy, diplomacy, and international security. The rest of the article examines 
existing literature, clarifies the qualitative approach, summarizes key findings and themes, explores theoretical and policy 
implications, and explores avenues for institutional resiliency, responsible AI governance, and enhanced international 
cooperation. 

Literature Review 

The field of deepfakes has grown organically across the fields of artificial intelligence, political communication, information 
disorder, and security studies. Deepfakes can be best defined as an AI-generated or AI manipulated audiovisual representation 
of persons, events, or statements that did not actually take place. They are a subset of synthetic media, and generative AI is the 
underlying technology that allows this type of content to be generated at scale. Deepfakes do not have the same meaning as 
misinformation or disinformation, at least conceptually. Misinformation is any information that is factually incorrect, even if it 
is not meant to mislead, while disinformation is information that is deliberately false and deceptive, and malinformation is 

information that is harmful, but accurate. Synthetic content could be used by political or state actors in computational 
propaganda and information operations. The political importance of a deep fake is more than the fact that it is a fake; it depends 
on how actors create, share, interpret, and use deepfake videos in a way that may be beneficial to their goals. 

As the technology evolves, more and more research is pointing to how deepfakes are used in tandem with uncertainty, not as a 
persuasive tool. For instance, Vaccari and Chadwick (2020) were able to show that political deepfakes might have the power to 
create uncertainty more easily than the ability to deceive, and that such uncertainty would lead to less trust in social media 
news. This puts to the test technologically deterministic perspectives that imply, if not insist, that audiences will inevitably be 

convinced by realistic synthetic video. Even more recently, it has been found that the impact of manipulated political content is 
contingent upon plausibility, ideological congruence, source credibility, and contextual situations. In a recent study in the 
Journal of Memory and Behavior, Hameleers et al. (2024) show that plausible manipulations can seem more believable, and 
even if they are not, deepfakes of political figures can still seem to delegitimize them. Therefore, deepfakes need to be seen in 
the context of an emerging multipolitical communication field in which the authenticity, credibility, and interpretation of 
images is increasingly challenged. 

This is reflected in the electoral literature. Deepfakes can be used to impersonate candidates, create fake speeches, deceptive 
ads, reputation attacks, and targeting voters. It has been shown in documented instances that AI-generated political audios and 

videos have already infiltrated into electoral communication, especially via social media platforms and quickly circulated 
campaign content (Łabuz & Nehring, 2024). However, there is no evidence that the use of deepfakes will invariably change 
election results. Their impact can be indirect via confusion, disruption of the agenda, polarisation, loss of institutional 
confidence and reinforcement of existing political narratives. In this regard, the “liar's dividend” is especially significant: Once 
they know that there are convincing lies, they can declare the real evidence to be fake (Chesney & Citron, 2019). Therefore, 
deepfakes have the potential to undermine democratic accountability even if viewers know that the information is fake.As a 
result, deepfakes can erode democratic accountability whether or not they are viewed as true. 

The implications for diplomacy and international communication are discussed in a related literature. Credible signaling, 
interpretation and attribution, coupled with trust in official communication, are key to diplomatic relations. Synthetic audio or 
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video of political leaders' statements, intentions or actions could then raise confusion. Even in crisis situations, uncertainty can 
make it hard to show up where it's needed and make it harder to tell which signals are deliberate and which are manipulative. 
The international context is particularly relevant as AI-generated media products can quickly move across borders, blurring 

traditional boundaries between domestic political communication and foreign information operations. Deepfakes can then be 
weapons that states and non-state actors use to shape international perception, discredit rivals or try to sway the public opinion 
of political events. 

The concept of synthetic media in security scholarship is also presented as a means of information warfare, psychological 
operations, hybrid warfare, and strategic deception. The worry cannot only be around fabricated political statements: distorted 
depictions of military operations, government announcements or crisis events may have a significant impact on decision making 
in times of tension. However, there are warnings in the literature that all synthetic artifacts are not directly a threat to security. 

The impact of misinformation will be strategic, depending on the timing, who the audience is, how much institutional trust is 
given to those disseminating the information, the political climate and the ability of authorities to check the information. 
However, deepfakes are not an independent type of warfare, but are rather a new dimension in information operations. 

The developing idea of epistemic security can help to connect political communication to international security. When citizens, 
journalists, diplomats and policy makers can't be sure that digital evidence is accurate, the situation is larger than just one's 
being deceived. It is about the trustworthiness of information in the environment. This concern is backed up by recent research 
on human detection: some manipulated content can be detected, but the performance is dependent on the modality and the 

technological sophistication (Barari et al., 2024). Therefore, the technology-based solution is not a complete answer. 

Governance scholarship is becoming more and more proponents of layered systems, which include detection, provenance, 
watermarking, fact-checking, media literacy, platform accountability, and institutional verification. There are a number of 
successful approaches to provenance, including Content Credentials, that do convey information about the creation or 
modification of digital information, and there are systems to detect manipulation after the fact. Both of these methods are not 
enough on their own, however. Metadata can be stripped away, alarm systems can be out of date, and labelling can even be 
confused. Therefore, the role of effective governance demands coordination between platforms, between governments, between 

journalists, between technology companies, between civil society and between international institutions. 

In general, the literature shows a high degree of disunity. The previous scholarship has produced a lot of knowledge in the areas 
of electoral manipulation, political persuasion, misinformation, detection, platform governance and information warfare, but 
these are studied individually. What is not adequately understood is the concept of deepfakes as a multi-lingual and multi-
jurisdictional political phenomenon which connects electoral legitimacy, diplomatic communication, epistemic uncertainty and 
international security. This study fills that gap by conducting a qualitative interpretivist synthesis of these interrelated fields; 
deepfakes are not just technologies, but tools that can transform the way political actors create credibility, communicate 

strategically, and challenge political reality. 

Research Methodology 

The study is based on a qualitative and interpretivist approach to address the implications of deepfakes and AI generated 
disinformation for diplomacy, elections, political communication and international security. Given the study's focus on 
meaning-making around authenticity, credibility, deception and security rather than frequency or statistical effects, the 
paradigm used is that of interpretivism. Interpretivist research acknowledges that political realities are not in itself, but rather 
are created by narratives, interpretation, and the social contexts in which they are produced (Creswell & Poth, 2018). This is 
especially important when it comes to deepfakes studies as the meaning of the deepfake content relies on the audience's 
interpretation of the synthetic content and the way institutions deal with uncertainty. 

A qualitative exploratory research design is used. Exploratory qualitative inquiry would be suitable for a phenomenon that is 
new or growing, and has not reached a stage of fullness of understanding (Merriam & Tisdell, 2016). Deepfakes are a new and 
evolving technology and political phenomenon that has implications for communication, elections, diplomacy, cybersecurity, 
and strategic competition. A qualitative design then allows the study to explore the relationships among these dimensions and 
the identification of patterns that would not be perceived by an approach that would only consider measurable effects. 

The study is based on documentary and textual data rather than interviews, questionnaires, experiments and statistical data. 
The corpus includes peer-reviewed journal articles, academic books and chapters, policy reports, government documents, 

documents from international organisations, election monitoring reports, diplomatic and foreign-policy documents, 
cybersecurity and security studies reports, credible institutional publications and documented cases on political deepfakes and 
AI-driven disinformation. The sources cited are directly relevant to the research questions, are scholarly or institutionally 
credible, offer substantive empirical or conceptual material, and are relevant to one or more dimensions of deepfakes, political 
communication, elections, diplomacy, and/or security. Opinion pieces that do not have evidentiary foundations, that have been 
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duplicated from elsewhere, that are unverifiable from social media and that have no meaningful link to the research problem 
are not included. 

Sources are selected with a purposive sampling strategy. Instead of sampling for number, purposive sampling allows the 
researcher to find materials that have information-rich characteristics that can be used to illuminate the phenomenon under 
study (Patton, 2015). Sources are chosen relevant to the topic, authoritative, analysis, method and direct relevance to the 
research questions. Care is taken to include diversity across academic disciplines and institutional perspectives in order to avoid 
a technological or political interpretation only. 

Thematic analysis is the main analytical approach used. Building on Braun and Clarke's (2006) flexible, systematic approach, 
the analysis is carried out in a few interrelated steps. The researcher first gets to know the document(s) by repeating readings 
and studying them in context. Second, passages that are relevant to the study are given codes to help identify important 
concepts, arguments, cases, and institutional responses. Third, ideas are related back to other ideas within the texts to find 
general trends. Fourth, codes that are related are grouped into candidate themes. Fifth, themes are examined and developed 
for internal consistency and meaningful differences between the categories. Sixth, the interrelationship of themes is explained 
in terms of research questions and the broader theoretical literature. Lastly, the themes are viewed as a whole and developed 
as an integrated qualitative interpretation instead of as separate findings. 

The analysis is particularly focused on epistemic uncertainty, electoral manipulation, diplomatic credibility, foreign interference 
and strategic deception, political polarization, institutional trust, international security, governance, and democratic resilience. 
Themes serve as an analytical connection between the domestic and international aspects of AI-driven disinformation. The 
study thus examines not only the potential of deepfakes to mislead but also the impact that their existence could have on the 
way evidence, credibility, attribution, and political legitimacy is perceived. 

Trustworthiness in qualitative studies is achieved by three steps of credibility, dependability, and confirmability (Lincoln & 

Guba, 1985), and transferability. Source triangulation reinforces credibility by making comparisons of claims from academic, 
governmental, institutional, and documented case materials. This is achieved by clear documentation of principles and stages 
of analysis for the selection of sources. The confirmability is increased when interpretations are based on identifiable document 
evidence and not on researcher assumptions. The transferability of the results is facilitated by extensive descriptions of contexts, 
themes and analytical processes, enabling readers to make judgements about the relevance of the results to similar political 
contexts (Tracy, 2010). 

Ethical issues are especially salient due to the use of potentially harmful synthetic media and politically charged misinformation 

in the subject matter. The study therefore emphasises the proper representation of evidence, proper and responsible citation, 
contextualisation of documented evidence, and the avoidance of unnecessary reproduction and amplification of harmful 
material fabricated. Just because a claim is floating around the Internet does not make it true. The analysis is also free from 
technologically deterministic or politically sensational reading. 

Last, the study has some limitations. Some of the findings are time-sensitive, as the situation with deepfakes changes rapidly; 
it is difficult to make the case for the existence of documented cases of misuses of deepfakes in a uniform manner across 
countries and political systems; algorithms and the moderation of platforms are often opaque; and documentary research is 

unable to establish unambiguous causal links between individual cases of deepfakes and political outcomes. Geographical and 
Western institutional bias may also exist in the current scholarship. As such, the study does not assert that deepfakes necessarily 
lead to electoral disruption, political instability or international conflict. Rather, it catalogues, sharpens, and documents 
interpretive patterns, institutional weaknesses, and potential pathways for the impact of synthetic media on current politics on 
the planet. 
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Findings and Discussion 

The five themes from this thematic analysis of academic literature, policy documents, institutional reports and documented 
political cases were the transformation of political truth, electoral and democratic vulnerability, erosion of evidentiary trust, 
diplomatic and international-security risks, and governance and democratic resilience. Instead of claiming that deepfakes are 

inevitably convincing or decisive in political outcomes, the results suggest that the broader implications of deepfakes are the 
way in which political information is created, understood, verified, and challenged. 

Theme1: examines how the concept of 'political truth' is changing with deepfakes 

The first theme is manifested in the destabilization of audiovisual authenticity. The documentary evidence suggests that the 
conventional view of the reliability of what one sees and hears of a political actor is being undermined by the deepfakes. The 
conclusion that audiences automatically accept synthetic material as "real" however, is not supported by the evidence. Results 
indicate that political deepfakes have effects that vary based on context, such as plausibility, political dispositions, credibility of 
the source, and the nature of the manipulated information (Vaccari & Chadwick, 2020). Likewise, a study of human detection 
shows that there is some capacity to recognize manipulated material, but this is not perfect, and it depends on the type of 
content (Nightingale & Farid, 2022). 

The key qualitative result then is that the political relevance of deepfakes cannot be explained just as a deception tool. Their 

more consequential impact is likely to be the generation of epistemic uncertainty: uncertainty about the trustworthiness of 
political evidence, whether political evidence can be trusted at all. This is an expansion on the existing disinformation studies 
paradigm, which has been focussed on users' perception of false information, to a focus on the maintenance of trust in 
mechanisms for truth. 

Table 1. Deepfakes and the Transformation of Political Truth 

Qualitative finding Supporting pattern in the 
literature 

Political 
interpretation 

Implication 

Deepfakes weaken 
assumptions about 
audiovisual authenticity 

Increasingly realistic 
synthetic audio and video 
challenge conventional 
evidence assessment 

Visual evidence 
becomes contestable 

Verification becomes increasingly 
important 
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Deepfakes do not 
automatically persuade 

audiences 

Effects vary according to 
context, plausibility, source 

and audience 

Technological 
determinism is 

insufficient 

Political effects should be assessed 
contextually 

Synthetic content can 
generate uncertainty 

Political deepfakes may 
increase uncertainty even 
without direct belief 

Epistemic uncertainty 
becomes politically 
consequential 

Trust-building institutions become 
essential 

Authentic and fabricated 
material may become 
difficult to distinguish 

Detection performance is 
imperfect 

The boundary between 
evidence and 
fabrication becomes 
contested 

Provenance and authentication 
mechanisms gain importance 

Note. Synthesized from the qualitative analysis of relevant literature, including Vaccari and Chadwick (2020) and Nightingale 
and Farid (2022). 

Theme 2 Electorai Integrity and Democratic Legitimacy 

The second theme is about the fragility of electoral communication. In the literature, the themes of concern are candidate 
impersonation, fabricated statements, manipulated campaign materials, reputational attacks, and misleading political 

advertisements. Some of the technical challenges which have been linked to advanced AV manipulation are being mitigated by 
the increasing accessibility of generative AI. The existing cases of political content manipulation show that artificial content has 
already been part of electoral communication in various countries of the world (Łabuz & Nehring, 2024). 

However, a big caveat is necessary to the findings. At this point, there is no evidence showing that DFFs necessarily influence 
voters' decisions or election outcomes. Rather, their political impacts could be indirect via confusion, reputational damage, 
polarization, disruption of the political agenda, and loss of confidence in candidates or electoral institutions. It is significant 
because democratic legitimacy is not only a matter of the actual integrity of electoral processes, but also of perceptions of them 

and of their results as credible. 

Table 2. Electoral Integrity and Democratic Legitimacy 

Dimension Qualitative finding Potential political effect Evidence assessment 

Candidate impersonation Synthetic content can imitate 
political figures 

Reputational damage and 
voter confusion 

Demonstrated capability 

Fabricated statements AI can produce apparently 
authentic political speech 

Campaign narratives may be 
distorted 

Demonstrated technological 
risk 

Political polarization Manipulated content can 
reinforce existing partisan 
narratives 

Greater distrust between 
political groups 

Context-dependent 

Electoral legitimacy False content may generate 
disputes about candidates or 
results 

Reduced confidence in 
democratic institutions 

Plausible and context-
dependent 

Voting behaviour Direct influence is difficult to 
establish 

Potential persuasion or 
demobilization 

Evidence remains limited 

Note. The table distinguishes documented technological and political uses from effects that remain context-dependent rather 
than assuming that deepfakes automatically change electoral outcomes. 

The results thus indicate that the information integrity aspect of the elections should not be neglected in election security 
strategies, along with conventional aspects of cyber security. Electoral authorities need to have rapid means of verifying official 

communications and political parties, journalists, and civil society groups need reliable channels of verifying manipulated info. 

Theme 3: The Liar's Dividend and the Attack on evidentiary trust 

The third theme is related to the “liar's dividend.” Genuine evidence is available and with convincing synthetic media, it is 
possible to contest the evidence as being manipulated. The advent of deepfakes may thus create a secondary issue, along with 

the possibility of direct deception, of making “real” evidence easier to disbelieve, say Chesney and Citron (2019). 

The qualitative analysis suggests that the mechanism will be essential for a better grasp of the wider political implications of 
deepfakes. A manufactured video doesn't have to be convincing to everyone to have political repercussions. It can, alternatively, 
breed a sense of cynicism generally, so that political entities can take advantage of uncertainty when faced with embarrassing 
evidence. This is an imbalance between misinformation and accountability; people may not only be less able to figure out what 
is false, but what is true. 
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Table 3. The Liar’s Dividend and Evidentiary Trust 

Mechanism Qualitative interpretation Consequence for politics 

Existence of convincing 
deepfakes 

Audiences become aware that audiovisual evidence 
can be fabricated 

Authentic evidence becomes more 
contestable 

Strategic denial Actors can claim genuine evidence is synthetic Accountability may be weakened 
Generalized skepticism Citizens become uncertain about competing claims Trust in journalism and institutions 

may decline 
Verification burden Authenticity requires additional evidence and 

institutional confirmation 

Political communication becomes 

slower and more complex 
Epistemic fragmentation Different groups may accept incompatible versions of 

reality 
Polarization and political disagreement 
may intensify 

Note. Based particularly on the conceptualization of the liar’s dividend by Chesney and Citron (2019), supplemented by the 
broader literature on synthetic media and political trust. 

The discovery has significant ramifications for journalism, democratic accountability and diplomacy. If when the authenticity 

is not easily established, then, the importance of the institutions with higher credibility and verification infrastructure increases. 
The question is not only one of cutting down on incorrect information, but one of enhancing the institutional ability to delineate 
and convey what is reasonably authentic. 

Theme 4: Deepfakes, Diplomacy, and International Security 

The fourth theme relates deepfakes to diplomatic communication, information warfare, foreign interference and international 
security. The ability to exchange diplomatic messages relies heavily on credible signals and accurate interpretation of official 
messages. Audio or video fabricated by these political leaders, government officials or military authorities may then raise doubts 
about intent, decision or action. 

This is more important during periods of crisis when governments might only have one or two days to confirm information. 
An artificial rumour about military action, diplomacy, or emergency action may cause confusion until it is proven true. But the 
result doesn’t necessarily create a situation of inter-state conflict. Instead, they point to a combination of factors—the speed, 

the uncertainty, the difficulty in attribution, and the political tension—that can raise the risk of miscalculation. 

Table 4. Diplomatic and International-Security Implications 

Domain Potential deepfake 

application 

Qualitative risk Institutional requirement 

Diplomatic signaling Fabricated statements by 
political leaders 

Misinterpretation of 
intentions 

Rapid diplomatic verification 

Crisis communication False emergency 
announcements 

Confusion during crises Trusted official 
communication channels 

Foreign interference Synthetic political content 
targeting foreign audiences 

Manipulation of public 
opinion 

Cross-border information 
cooperation 

Information warfare Coordinated synthetic 
narratives 

Strategic deception Information-resilience 
capabilities 

Military communication Fabricated military 

statements or events 

Miscalculation Secure authentication and 

attribution 

The damage to international public diplomacy, manipulated representation of states or leaders, transparent communication 
and verification. 

The results corroborate the information-warfare view of information as an arena of strategic competition. The term deepfakes 
is not synonymous with the term ‘warfare’; it is better seen as another weapon in the arsenal of influence operations. They are 
effective only when they are timed, distributed, consumed by the right audience, and only when they have the credibility of 

other sources of information. 

This is also an interpretation that ties in with constructivist perspectives on international relations. Partly, international political 
behaviour is influenced by common meanings, identities, expectations, and interpretations. Disturbing processes of creating 
credible representations of events with synthetic media can have an impact on social construction of diplomatic reality. 

 

 



The Kashmir Journal of Academic Research and Development | 2(8)(s), 01-12, 2026 

 

 

9 

Theme 5: Governance, verification and democratic resilience 

The fifth theme is focused on the reactions to deepfakes. The analysis suggests that a single technological and/or regulatory 
solution is not enough. While some manipulated content can be detected using AI, detection may not work as well as the 
frequency of the evolution of generative models. The technologies that can support the notion of provenance and watermarking 
can give information on the origin of the content, but the degree to which they can work depends on the degree of adoption, 
interoperability and keeping of related metadata. While fact-checking can offer helpful context check, it may not be able to keep 
up with the pace of viral synthetic content. 

The results provide evidence for a multi-layered resilience strategy, which includes technological, institutional, educational, 
regulatory and international solutions. 

Table 5. Governance and Resilience Responses 

Response mechanism Potential contribution Major limitation Required complementary 
measure 

AI detection Identifies potentially 
manipulated content 

Detection techniques can 
become outdated 

Continuous technical 
development 

Content provenance Provides information about 
origin and modification 

Depends on adoption and 
metadata integrity 

Industry-wide 
interoperability 

Watermarking Signals AI-generated content Can be removed or 
inconsistently implemented 

Provenance and platform 
enforcement 

Fact-checking Provides contextual 

assessment 

Often slower than viral 

dissemination 

Rapid institutional 

communication 
Media literacy Improves citizens’ critical 

evaluation 
Effects vary across audiences Continuous public education 

Platform governance Can reduce harmful 
amplification 

Transparency and 
enforcement remain 
contested 

Independent oversight 

Election regulation Establishes rules for political 
AI content 

Enforcement across 
platforms and borders is 
difficult 

Electoral and platform 
cooperation 

International cooperation Addresses transnational 
information operations 

Different legal and political 
standards 

Shared norms and 
verification protocols 

The main conclusion is that governance needs to be concerned with the production of and the interpretation of. The methods 
of detection are primarily established in order to discover manipulated content, and a resilient communication also requires 
trusted institutions, media literacy, transparent political communication and credible means of authenticating official 
communication. International cooperation is particularly important as synthetic products can cross jurisdictions quickly, before 
many regulations. 

Cross-Theme Synthesis 

Overall, the five themes demonstrate the need to view deepfakes as a political challenge rather than one that is solely technical. 
The information landscape is embedded in electoral manipulation, diplomatic uncertainty, foreign interference, and 
international security threats, all of which are becoming issues of verifiable information as the issue of authenticity comes into 

play. The main analytical strength of this study is that it aims to establish epistemic uncertainty as the link that binds these 
domains. 

The findings have shown that the biggest political danger of deepfakes may not be that they can mislead viewers to believe false 
information, but that they can also be believed to be a source of accurate information. Instead, in many situations, their value 
can be seen as a diminished trust in the information environment. If citizens can't tell if political evidence is real or fake, if 
journalists have to spend more to verify, if diplomats can't instantly verify the authenticity of the statements made by foreign 
leaders, if political actors can dismiss true evidence as false, the impact is far more than just on individual pieces of false 
evidence. 

In this regard, a holistic approach to democratic resilience, strategic communications, information warfare, and responsible 
governance of AI must also incorporate deepfakes. Technological alarmism and institutional complacency has no place. Instead, 
complementary investments are needed in content provenance and authentication, in responsible platform governance, in 
media literacy, in electoral safeguards, in diplomatic verification mechanisms, in cybersecurity cooperation, and international 
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norms must be strengthened. Any policy measures that are effective are best implemented through a process of building trust 
in the public, enabling legitimate political expression and not unnecessarily limiting communication. 

Conclusion 

As the production and circulation of synthetic media become more affordable and available to an ever increasing number of 

people, the process of creating, circulating and assessing political information has been revolutionised. Deepfakes are not only 
a technological break-through in the area of AV manipulation, but a challenge to the credibility and politicisation of evidence in 
a world where the originality of the communication and its falsification can be even harder to tell apart. This study has shown 
that they do not necessarily have to sway a listener or viewer to accept or reject a fabricated audio or video message as true or 
false but are instead meant to generate epistemic uncertainty about political information in general. Deepfakes' impacts extend 
beyond just deceptive content, as Vaccari and Chadwick (2020) demonstrate by showing that those who come into contact with 
synthetic political media become more uncertain and less confident about the information sources. 

The qualitative results also suggest that this uncertainty can have significant consequences for electoral integrity and 
democratic legitimacy. Deepfakes have the potential to be used for award impersonation, reputation attacks, fake political 
statements or deceptive campaign and marketing messages. Their influence should not, however, be considered as a given 
voting and outcomes factor. Rather, the democratic function might be expressed in disorientation, polarization, damage to 
reputation, and loss of faith in electoral institutions. In fact, the “liar's dividend” is closely related to this, as politicians can now 
label real information as fake, as they can now easily disseminate synthetic media (Chesney & Citron, 2019). So the issue is not 
just about the diffusion of false information, it is about a diminishment of common grounds for determining the true 
information. 

The challenges also manifest themselves in the field of diplomacy, foreign interference, information warfare and international 
security. In some critical moments, there may be confusion since some important political or military statements might have 
been misinterpreted, and miscalculations are more likely to happen. In this respect, deepfakes introduce an additional layer of 
complexity to the international political context where timely and accurate attribution and credible signaling are among key 
factors in maintaining strategic stability. Based on the results, synthetic media is a phenomenon of a wider process of change 
in the global information environment in which the power can now be conveyed through the manipulation of perception, 
credibility and common political sense. 

A multi-level governance solution is the answer to the above challenges. Governments, EMBs, diplomats, international 
organisations, technology providers, journalists, civil society and cybersecurity institutions, and election preparedness 
measures, must be strengthened in the areas of authentication, content provenance, institutional verification, digital literacy, 
platform accountability, responsible AI governance, and election preparedness measures. The problem, however, can't just be 
solved with technology. Technological solutions are still a complement to the other instruments to build resilience, such as the 
legal, institutional, professional journalism, democratic norms and international cooperation. 

The field of generative AI is rapidly developing, the evidence from different countries is not always consistent, and there is little 

transparency about the use of the technologies, which adds to the methodological difficulties in establishing direct causal links 
between the use of deepfakes and political outcomes. Such limitations, however, are not an impediment to the underlying 
analytical thesis. Today, however, the new challenge in international politics is not only to distinguish between real and 
synthetic media, but also to keep institutions that can provide credibility to their claims in spite of the challenge. As synthetic 
political communication becomes increasingly sophisticated, the strength of global politics will be based not so much on the 
ability to eliminate the fabrication entirely, but rather on the institutional, technological and societal capabilities to verify the 
political reality, in a world of uncertainty. 
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